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ONLINE RISKS

SEXUAL ABUSE b0 EXPOSURE TO RADICALISING CONTENT

NUDE SELFIES EXPOSURE TO INAPPROPRIATE CONTENT

&% CYBERBULLYING EXPOSURE TO HARMFUL CONTENT
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LAYERS OF PROTECTION

Access Controls & Limits

Content Filtering

Software & Application Settings
Device & Hardware Settings

Monitoring & Reporting
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SET UP. OPENDNS

ON YOUR DEVICE

Thanks for choosing OpenDNS! To get started, you'll need to set up one or

more of your devices to use OpenDNS’s DNS nameservers. For instructions

on how to do this, choose your device type from one of the categories below.

NOTE: When following the device instructions, be sure to use

& our FamilyShield nameservers instead. Our FamilyShield
nameservers are:

208.67.222.123

Q  SUPPORT LOGIN

TEST YOUR
SETTINGS

After you've configured
your device to use
OpenDNS's DNS
nameservers, click here

to test your settings.

208.67.220.123 |«

https://www.opendns.com/setupguide/#familyshield

CISCO OpenDNS FAMILY SHIELD

Overview

Firewall

IPv4 Port Mapping

IPv6 Settings

Static NAT/DMZ

DNS & DDNS

Mobile Data (3G/4G)

FREE
PRE-CONFIGURED TO BLOCK ADULT CONTENT
“SET IT AND FORGET IT”

Internet Wi-Fi Sharing Settings Status & Support

DNS ©

The DNS configuration happens automatically when you connect to the network. Alternatively, you
can manually configure your own DNS settings.

DNS configuration 7\ Automatically (5) Manually

Domain Name Server (DNS) Address 208 . 67 . 222 . 123

v

Secondary DNS Address (optional) 208 . 67 . 220 . 123




=. Microsoft | Account Help Search O  Cart ¥ signin

Reimagine the family experience @
9 a

Modern families come in all sizes and locations. We'll help you keep kids safer

online, have fun together and stay connected — even when you're apart. . ‘“,“ ’ MICROSOFT FAMILY ACCOUNTS

Already set up? Sign in now > d o SET SCREEN LlMlTS

* BLOCK CONTENT
* RECEIVE ACTIVITY REPORTS
* FIND YOUR FAMILY

Cg” £\ ¢

o, | .

II | od )
Set screen time limits Block inappropriate content Activity reports Find your family
No more arguing. Set it and Make sure your kids view See your kids' weekly activity Get peace of mind knowing
forget it with a balanced limit content and play games that across all of their apps, your family arrived
on your kids' devices, apps are right for their age. games, and devices. somewhere without asking.
and games. I

https://account.microsoft.com/family/about
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Turn on Screen Time https://support.apple.com/en-gh/HT201304

1. Go to Settings > Screen Time.

Screen Time 2. Tap Turn On Screen Time.

Get insights about your screen time and 3. Tap Continue.

set limits for what you want to manage. 4. Select This is My [device] or This is My Child's [device]. Watch v Music

Weekly Reports
Get a weekly report with insights

about your screen time.

Use parental controls on your child's iPhone,
(/- Pt iIPad and iPod touch

Set a schedule for time away from

the screen and set daily time _ . o _ . o N
limits for app categories you want With Content & Privacy Restrictions in Screen Time, you can block or limit specific apps

to manage. and features on your child's device. And restrict the settings on your iPhone, iPad or iPod
@ Coritent & Privacy Restictions touch for explicit content, purchases and downloads, and privacy.
Restrict settings for explicit

content, purchases and
downloads, and privacy.

Set Content & Prevent iTunes & Allow built-in
Screen Time Passcode Privacy Restrictions App Store purchases apps and features
Manage screen time for children
from your own iPhone, or use a
screen time passcode on your
child’s device. o S
Prevent explicit content Prevent web content Restrict Siri
and content ratings web search
Restrict Game Center Allow changes to Allow changes to
) privacy settings other settings and features
et
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https://learn.jamf.com/en-US/bundle/jamf-parent-guide-for-parents/page/Getting Started with Jamf Parent.html



https://learn.jamf.com/en-US/bundle/jamf-parent-guide-for-parents/page/Getting_Started_with_Jamf_Parent.html

E E a Signin CBBC CBBC iPlayer Newsround Bitesize Own It CBeebies

Qw NIT >) 9. | can't believe she wore that! It's

The Basics Take Control It's Personal

Own It's social
media Quiz!
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Safer Internet Day Quizzes

TRUTH TRUTHAES IOR LIE? TngR'I'I'I 7 ways to beat cyberbullying

\ ‘
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Cyberbullying is any bullying that happens online.

. = Whether it's mean comments posted on social
htt pS -//WWW- b bC . CO m/OW n It media or nasty messages sent direct to

vniir nhane it’c harrihle




TECHNOLOGY CHANGES

Nothing is 100% secure!
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JUST ONE THING

START THE CONVERSATION

Explore the technology and applications together

Explore sites together
Learn how to change settings, block users and report together
understand the risk online together







EPORTING




https://www.ceop.police.uk/ceop-reporting/

. A ®
If ed to hide this sit
Child Exploitation and Online Protection Command you neec fo e tis site x

quickly, just click here

Quick exit

A National
Crime Agency
command

CEOP is a law enforcement agency and is here to keep children and young people safe from
sexual exploitation and abuse. Please complete the below to start your report to one of CEOP’s
Child Protection Advisors.

s

|l am

A professional
working with
children or young
people

Under 18 years old A parent/guardian

| am worried about something that has happened to

myself someone else



childline

ONUINE, ON THE PHONE, ANYTIME

You are here / Home

We've had to make some

changes 1o our service
because of coronavirus

Find out what’s changing and how you can
still get support from us. -

Call08001111 [ Aboutus V¥V

Search Childline_ O
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RESOURC.

Education

* https://www.nspcc.org.uk

[T]
N

e https://parentzone.org.uk/
* https://www.childline.org.uk/ (0800 1111)

e https://tacklechildabuse.campaign.gov.uk/

e https://www.thinkuknow.co.uk/

* https://www.parentsprotect.co.uk/

* https://www.mariecollinsfoundation.org.uk/

* https://educateagainsthate.com/parents/

e https://www.ltai.info/staying-safe-online/

* https://www.gov.uk/government/publications/preventing-
and-tackling-bullying

* https://www.internetmatters.org/

* https://www.saferinternet.org.uk/

e https://learn.jamf.com/en-US/bundle/jamf-parent-guide-
for-parents/page/Getting Started with Jamf Parent.html

Reporting

https://www.ceop.police.uk/ceop-reporting/

https://report.iwf.org.uk/

https://www.stopitnow.org.uk/

https://www.gov.uk/report-terrorism



https://www.nspcc.org.uk/
https://parentzone.org.uk/
https://www.childline.org.uk/
https://tacklechildabuse.campaign.gov.uk/
https://www.thinkuknow.co.uk/
https://www.parentsprotect.co.uk/
https://www.mariecollinsfoundation.org.uk/
https://educateagainsthate.com/parents/
https://www.ltai.info/staying-safe-online/
https://www.gov.uk/government/publications/preventing-and-tackling-bullying
https://www.gov.uk/government/publications/preventing-and-tackling-bullying
https://www.internetmatters.org/
https://www.saferinternet.org.uk/
https://learn.jamf.com/en-US/bundle/jamf-parent-guide-for-parents/page/Getting_Started_with_Jamf_Parent.html
https://learn.jamf.com/en-US/bundle/jamf-parent-guide-for-parents/page/Getting_Started_with_Jamf_Parent.html
https://www.ceop.police.uk/ceop-reporting/
https://report.iwf.org.uk/
https://www.stopitnow.org.uk/
https://www.gov.uk/report-terrorism
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